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Safety Notices

Please use the specified power adapiérou need to use the power adapter provided by other
manufacturers under special circumstancglease make sure that the voltage and current provided is
in accordance with the requirements of this product, meanwhile, please use the safety certificated
products, otherwise may cause fire or get an electric shock.

When using this product, please do not damage the power cord either by forcefully twist it, stretch
pull, banding or put it under heavy pressure or between items, otherwise it may cause dantage to
power cord, lead to fire or get an electric shock.

Before usingplease confirm that the temperature and environment is humidity suitable for the
product to work. (Move the product from air conditioning room to natural temperature, which may
cause thigproduct surface or internal components produce condense water vapor, please open power
use it after waiting for this product is natural drying).

Please do not let notechnical staff to remove or repair. Improper repair may cause electric shock,
fire, mafunction, etc It will lead to injury accident or cause damage to your product.

Do not use fingers, pins, wire, other metal objects or foreign body imov/ents and gaps. It may
cause current through the metal or foreign body, which may even causeielshbck or injury
accident. If any foreign body or objection falls into the product please stop using.

Please do not discard the packing bags or store in places where children could reach, if children trap
his head with it, may cause nose and mouth béxtkand even lead to suffocation.

Please use this product with normal usage and operating, in bad posture for a long time to use this
product may affect your health.

Please read the above safety notices before installing or using this phone. They aakforutie safe
and reliable operation of the device.
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Product introduction

1I31Svoiceaccesss a full digital network door phone, with its core part adopts mature VolP
solution (Broadcom chip), stable and reliable performance, hdiresadopting digitafull-duplex
mode, voice loud and clear, generous appearance, solid durable, easy foatrmtall
comfortablekeypad and low power consumption.

iI31Svoiceaccess supports entrance guard control, voice interctitncard andkeypad remote

to open the door

1. Appearance of the product

2. Description

Buttons and icons

Description

Function

0Ea
| 3 J

Numerickeyboard | Input password to open the door or to call.

programmable keys

Can be set to a variety of functions, in order t
meet the needs of different occasions

induction zone

RFIDONnduction area

Camera

Video signal acquisitioand transmission
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Door unlocking: On
Lock Status .
Door locking: Off
StandbyOff
- Call status Call HoldingBlink with 1s
Calls:On
. Standby Off
L Ring status .
Ringing On
Network error: Blink with 1s
n Network/SIP Network running: Off
Registration Registration failed: Blink with 3s
Registration succeeded: On

Il Start Using

Before you start to use thequipment please make the following installation

1. Confirmthe connection

Confirm whether the equipment of the power cord, network cable, electric logktrol line

connection and the boetip is normal(Check the network state of light)

1) Power, Electric Lock, Indoor switch port

Voice access theower supply ways: 12v/DC or POE.

CN7
1 2 3 4 5 6 7
+12V VSS NC COM NO S IN S OuUT
12V 1A/DC Electriclock switch Indoor switch |

2) Driving mode of electridock(Default inPassivanode)

Jumper in passive mode

2poN aAlssed

1]

2]

A,
4

apo 8ANDY
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d NoteO When the device is in active mode, it can drive BS#MnA switch output maximum, to which
standard electridock or another compatible electrical appliance can be connected.

When using the active mode, itis 12V DC in output.

When using the passive mode, output is short control (normally open mode or normally close mode).

5

5

3) Wiring instructions

NO: Normally Open Contact.

COM: Common Contact.

NC: Normally Close Contact.

Driving Mode Electric lock
No electricity| When the Jumper port Connections
when open | power to open

Active | Passive

2v[90|@ © @0
E + - NCCOMNO S-1S8-0
= ' + -
o
K K =
o]
o Power Supply|
@ 12V/1A Indoor switch
Electric-lock: No electricity when open the door
> v I90]|@ © ©[2Q)|
O + - NCCOMMNOS-IS-0
E- | - +
@
‘ ‘ : ' Hﬁ
o]
o Power Supply’
(4] 12V/1A Indoor switch
Electric-lock: When the power to open the door
Door Phone
Power Input
;:U 1 Power Supply |®®| e e e Ieel
T 12V/2A
) W - + - NCCOMNOS-I1S-0
= _
K K ] | l |
= 3.
a
@ 4 Indoor switch

Electric-lock: No electricity when open the door

Door Phone
Power Input

Power Supply |®®|® e ®|®®|

12V/2A
- - + - NCCOMNOS-18-0

Electric-lock: When the power to open the door

LQ&H:—-

=
=
2poN onissed

Indoor switch
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Door Phone
Power Input

NEEXEEE

+ - NCCOMNO S-18-0

Electric-lock: No electricity when open the door switch

External Power Supply

LQQJ:—-

X
X
2pON @nIssed

QuickSetting

The produciprovidesa complete function and parameter settingsers may need to have the
network andSIP protocol knowledg® understand the meaning represented by all parameténs.
order tolet equipmentusers enjoy the high qualityf voiceservice and low cost advantabgeought by
the device immediatelyhere we list somebasicbut compulsorysetiing options in this sectiomo let
usersknow how to operatewithout understandingsuchcomplex SIP protocals

In prior to this stepplease makelwwe your broadband Internet online can be normal opext
and complete theconnection of the network hardwardhe producfactory default network mode is
DHCP. Thus, only connecjuipmentwith DHCP network environmettiat network can be
automatically onnected
Press and hold# key for 3 seconds and the door phone will report the IP address by,uwmiaese
the "iDoorPhoneNetworkScanner.exsoftware to find the IP address of the device.

(Download addreshttp://download.fanvil.com/tool/iDoorPhoneNetworkScanner.exe

Note: when power on, 30s waiting is needed for device running.

Log on to theVEB deviceonfiguration

In aLinepage configuration service account, user name, parameters that are required for server

address register
You can seDSS key in thEunction keypage
You can seDoor Phongparameters in the Webpag&GS Setting Features).

iDoorPhone Metwork Scanner(V 1.0) e

#

IF Address Serial Humber M- Address W Version Description

1

172.15. 2. 94 1315 00:d5:42:00:65:4a 2.1.1. 2898 1315 IF Door Fhone

. Refresh
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[l Basic operation

1. Answer acall

When a call comes jithe device will answer automatically. If you cancel auto answer feature and set
auto answer time, you will hear the bell ring at the set time and the device will auto answer after a
timeout.

2. Call

Configure shortcut key as hot kapd setup a number, then press shortcut key can call the
configured number.

3. End call

Enable Releadeey hang ugo end call.

4. Open the door operation

Through the following seven ways to open the door:

1) Input password on the keyboard to open the door.

2) Accesgo call the owner and the owner enter the remote password to open the door.

3) Owner/other equipment call the access control and enter the access code to open the door. (access
code should be included in the list of access configuration, and enable foreesalis to open the
door)

4) Swipe the RFID cards to open the door.

5) By means of indoor switch to open the door.

6) Private access code to open the door.

Enable for local authentication, and set private access code. Input the access code directly under
standbymode to open the door. In this way, the door log will record corresponding card number
and user name.

7) Active URL control command to open the door.

URL ishttp://user:pwd@host/cgibin/ConfigManApp.com?key=F LOCK&code=open£ode
a. User and pwd is Web the useame and password.

b. dopenCodé is the remote control code to open the door.
Examplethttp://admin:admin@172.18.3.25/cghin/ConfigManApp.com?key£*

If access code is input correctly, the device will play sirens sound to prompt access control and the

remote user, while input error by lovirequency short chirp.
Password input successfully followed by higgguency sirens sound, while input error is followed by
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high-frequency short chirp.
When door has been opened, the device will play sirens soupdotopt.

IV Page settings

1. Browser configuration

When the device and your computer are successfully connected to the network, enter the IP
address of the device on the browser as http://xxx.xxx.xxx.xxx/ and you can see the login interface of
the web pagananagement.

Enter the user name and password and click the [logon] button to enter the settings screen.

Language:

Logon

2. Password Configuration

There are two levels of access: root level and general level. A user with root level access can
browse and set all configuratigparameters, while a user with general level can set all configuration
parameters except server parameters for SIP.

Default user with general leverhe default is not set, are free to add.
Default user with root level:

E User nameadmin

E Passwordadmin
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3. Configuration via WEB

(1) System

a) Information

System Information

+ Network Model: i315
Hardware: 21
Software: 2.1.1.2898
Uptime: 21:00:35
) Last uptime: 513:11:04
BRI MEMInfo: ROM: 0.8/8(M) RAM: 2/16(M)
EGS Access Network
Network mode: DHCP
EGS Logs MAC: 00:a8:23:6a:6d:9e
IP: 172.18.2.131
Function Key Subnet mask: 255.255.0.0
Default gateway: 172.18.1.1
Alert SIP Accounts
Line 1 N/A Inactive
Line 2 N/A Inactive
Information
Field Name Explanation
System Display equipmeninodel, hardware version, software versiamptime, Last uptime
Information and MBMinfo.
Network Shows the configuration information for WAN port, including connection mode of \
etwor ,
port (Static, DHCP, PPPA®#RC address, IP address of WAN port.
SIP Accounts | Shows the phone numbers and registration status for the 2 SIP LINES.
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b) Account
Through this page, user can addremove userslepends on their needs arzhn modify existing user

permission

* System

Change Web Authentication Password
: Network

Old Password: [ |

New Password: ‘ ‘

Confirm Password: \ |

| Apply
+ EGS Setting
Add New User
: EGS Access Username [ \
Web Authentication Password [ \
: EGS Logs Confirm Password i I
Privilege | Administrators '1
: Function Key (A
User Accounts
» Alert User Privilege
admin Administrators | Delete

Account

Field Name Explanation

Change Web Authentication Password

YouCan modify the login password to the account
Add New User

You caradd new user

User Accounts

Show the existing user information

13/54
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c) Configurations

* System

> Network

: Line

> EGS Setting

: EGS Access

: EGS Logs

» Function Key

» Alert

Configurations

Export Configurations

Import Configurations

Configuration file: Select | Import |

Reset to factory defaults
Click the [Reset] button to reset the phone to factory defaults.
ALL USER'S DATA WILL BE LOST AFTER RESET!

Reset

Configurations

Configurations
Field Name Explanation
Export Save the equipment configuration to a txt or xml file. Please note to Right cliq

the choice andhen choosa&Save Link As.

Import
Configurations

Browse to the config file, and press Update to load it toe¢ljgipment

Reset to factory
defaults

This will restore factory default and remove all configuration information.

d) Upgrade

* System

: Network

> Line

SRORMIRIONS s

Software upgrade

Current Software Version: 2.1.1.2898

System Image File Select | Upgrade |

Upgrade

FieldName

Explanation

Software upgrade

Browse to thdirmware, and press Update to load it to the equipment.
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e) Auto Provision

* System

: Network

> Line

» EGS Setting

» EGS Access

EGS Logs

» Function Key

il st i it

Common Settings
Current Configuration Version
General Configuration Version
CPE Serial Number 00100400FV020010000000a8236a6d9e

Authentication Name L |
Authentication Password [

Configuration File Encryption Key 7 ‘

General Configuration File Encryption ‘
Key i |

Save Auto Provision Information
DHCP Option >>

SIP Plug and Play (PnP) >>

Static Provisioning Server >>

: Alert
TRO69 >>
_ Apply
Auto Provision
Field Name Explanation

Common Settings

Show the current config fif versionlf the version of configuration downloadec

gz:lrf(ia;zration is higher than this, the configuration will be upgraded. If the endpoints confirr

Version the configuration by the Digest method, the configuration will not be upgrade
unless it differs from the current configuration

General Show the common config fi@version. If the configuration downloaded and thi

Configuration configuration is the same, the auto provision will stop. If the endpoints confirr

Version the configuration by the Digest method, the configuration will betupgraded

unless it differs from the current configuration.

CPE Serial Number

Serial number of the equipment

Authentication Username for configuration server. Used for FTP/HTTP/HTTPS. If this is blar
Name phone will use anonymous
Authentication i _
Password for configuration server. Used for FTP/HTTP/HTTPS.
Password

Configuration File
Encryption Key

Encryption key for the configuration file

General
Configuration File
Encryption Key

Encryption key for common configuration file
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Save Auto Provision

Save the auto provision username and password in the phone until the serve

Information changes
DHCP Option

_ The equipment supports configuration from Option 43, Option 66, or a Custo
Option Value

DHCP option. It may also be disabled.

Custom Option
Value

Custom option number. Must be from 128 to 254.

SIP Plug and Play (PnP)

Enable SIP PnP

If this is enabled, the equipment will send SIP SUBSCRIBE messages to an
address when it boots up. Any SIP server understanding that message will re
with a SIP NOTIFY message containing the Auto Provisioning Server URL w
the phones can request their configuration.

Server Address

PnP Server Address

Server Port

PnP Server Port

Transportation
Protocol

PnP Transfer protocaqlUDP or TCP

Update Inteval

Interval time for querying PnP server. Default is 1 hour.

Static Provisioning Server

Server Address

Set FTP/TFTP/HTTP server IP address for auto update. The address can be
address or Domain name with subdirectory.

Configuration File
Name

Specify configuration file name. The equipment will use its MAC ID as the co
file name if this is blank.

Protocol Type

Specify the Protocol type FTP, TFTP or HTTP.

Update Interval

Specify the update interval time. Default is 1 hour.

Update Mode

1. Disableg no update
2. Update after reboot update only after reboot.
3. Update at time intervat update at periodic update interval

TRO69

Enable TR069

Enable/Disable TR069 configuration

ACS Server Type

Select Common or CTC ACS Server Type.

ACSServer URL

ACS Server URL.

ACS User

User name for ACS.

ACS Password

ACS Password.

TRO69 Auto Login

Enable/Disable TR069 Auto Login.

INFORM Sending

Period

Time between transmissions dinformé Unit is seconds.
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f)FDMS

Conﬁgurations FRE

* System

FDMS Settings

> Network
Enable FDMS <
FDMS Interval [3600
Line et
EGS Setting Doorphone Info Settings

Community Name \ J

EGS Access Building Number \ |

Room Number \ |

EGS Logs
L Aeply |
» Function Key
Alert
FDMSSettings
EnableFDMS Enable/Disablé&-DMSconfiguration

The time to send sip Subscribe information to the FDMS server on a regular

FDMS Interval .
Unit seconds

Doorphone Info Settings

Community Name | The name of the community where the device is installed
BuildingNumber The name of the building where the equipment is installed
Room Number The name of theoom where the equipment is installed

f) Tools

conﬁgurations o il

* System
Syslog
: Network
Enable Syslog
: Server Address 0.0.0.0 |
¥ Line Server Port s |
APP Log Level ‘_
» EGS Setting SIP Log Level ‘ﬁ
| Avply |

: EGS Access
Network Packets Capture

: EGS Logs | Start |

Reboot Phone

» Function Key

Click [Reboot] button to restart the phone!

| Reboot |
> Alert .
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Syslog is a protocol used to record log messages using a client/server mechanism. The Syslog serve
receives thanessages from clients, and classifies them based on priority and type. Then these messages
will be written into a log by rules which the administrator has configured.

There are 8 levels of debug information.

Level 0: emergency; System is unusable. This is the highest debug info level.

Level 1: alert; Action must be taken immediately.

Level 2: critical; System is probably working incorrectly.

Level 3: error; System may not work correctly.

Level 4: warning; Ssn may work correctly but needs attention.

Level 5: noticelt is thenormal but significant condition.

Level 6: Informational; It is the normal daily messages.

Level 7: debug; Debug messages normally used by system designer. This level can onlyykd displa

via telnet.
Tools
Field Name Explanation
Syslog

Enable Syslog

Enable or disable system log.

Server Address

System logerver IP address.

Server Port

System logserver port.

APP Log Level

Set the level of APP log.

SIP Log Level

Set the level oSIP log.

Network Packets Capture

Capture a packet stream from the equipment. This is normally used to troubleshoot problems.

Reboot Phone

Some configuration modifications require a reboot to become effective. Clicking the Reboot button
lead toreboot immediately.
Note: Be sure to save the configuration before rebooting.
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(2) Network

a) Basic

VPN

Network Status

IP: 172.18.2.131
255.255.0.0
172.18.1.1

Subnet mask:

Default gateway:

MAC: 00:38:23:6a3:6d:9¢e
Settings
: EGS Setting Static IP DHCP ‘@ PPPoOE
DNS Server Configured by | DHCP v |
: EGS Access Primary DNS Server ‘
Secondary DNS Server
:» EGS Logs Apply
> Function Key Service Port Settingso
Web Server Type \ HTTP v \
» Alert HTTP Port 180
HTTPS Port 443
Apply
HTTPS Certification File: https.pem N/A Upload | Delete |
Field Name Explanation
Network Status
IP The current IP address of the equipment

Subnet mask

The current Subnet Mask

Default gateway

The currentGateway IP address

MAC

The MAC address of the equipment

MACTimestamp

Get the MAC address of time.

Settings

Select the appropriate network mode. The equipment supports three network modes:

Network parameters must be entered manually and nalt change. All parameters

StaticlP _
are provided by the ISP.
DHCP Network parameters are provided automatically by a DHCP server.
PPPoOE Account and Password must be input manually. These are provided by your ISP

If Static IP is chosen, the screen below aplbear. Enter values provided by the ISP.

DNS Server _
i Selectthe Configurednodeof the DNS Server
Configured by
Primary DNS _
Enter theserver addressf the Primary DNS
Server
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Secondary DNS

Enter theserver addressf the Secondary DNS
Server

After entering the new settings, click the APPLY button.efugpmentwill save the new settings and
apply them. If a new IP address was entered forahgaipment it must be used to login to the phon
after clicking the APPLY button.

Service Port Settigs

Web Server Type Specify Web Server TyqedHTTP or HTTPS

Port for web browser access. Default value is 80. To enhance security, change t

from the default. Setting this port to 0 will disable HTTP access.

Example: The IP addresd.82.168.1.70 and the port value is 8090, the accessing

address is http://192.168.1.70:8090.

Port for HTTPS access. Before using https, an https authentication certification

HTTPS Port be downloaded into the equipment.

Default value is 443. To enhansecurity, change this from the default.

HTTHPort

Note:

1) Any changes made on this page require a reboot to become active.

2) It is suggested that changes to HTTP Port be values greater than 1024.Values less than 1024 ¢
reserved.

3) If the HTTP port is set @ HTTP service will be disabled.

b) VPN
The device supports remote connection via VPN. It supports both Layer 2 Tunneling Protocol (L2T
and OpenVPN protocol. This allows users at remote locations on the public network to make secur
connections to locahetworks.
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Switch

Firewall

MemberD  MemberC

Member A

Through the VPN implementation logic line

Member A Member B Member C Member D

Virtual Private Network (VPN) Status

VPN IP Address: 0.0.0.0
VPN Mode
Enable VPN |
pne L21p © OpenVPN ©
: EGS Setting Layer 2 Tunneling Protocol (L2TP)

L2TP Server Address [ ]

: EGS Access

Authentication Name [ ]

Authentication Password [ ]

> EGS Logs
| Apply |
» Function Key
OpenVPN Files

< Alest OpenVPN Configuration file: client.ovpn N/A | Upload || Delete |
CA Root Certification: ca.crt N/A | Upload || Delete |
Client Certification: client.crt N/A | Upload || Delete |
Client Key: client.key N/A | Upload || Delete |
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Field Name Explanation

VPN IP Address | Shows the current VPN IP address.
VPN Mode

Enable VPN Enable/Disable VPN.

L2TP Select Layer 2 Tunneling Protocol

OpenVeN Select OpenVPRrotocol. (Only one protocol may be activated. After the selectic
P is made, the configuration should be saved and the phone be rebooted.)
Layer 2 Tunneling Protocol (L2TP)

L2TP Server

Set VPN L2TP Server IP address.

Address
Authentication

Set UseName access to VPN L2TP Server.
Name
Authentication

Set Password access to VPN L2TP Server.
Password

Open VPN Files
Upload or delete®Open VPNCertificationFiles

(3) Line

a) SIP
Configure a SIP server on this page.

Line [sip1 v]

Basic Settings >>

Line Status Inactive SIP Proxy Server Address

SIP Proxy Server Port 5060

Phone number

[

[ [

: EGS Setting Display name L | Backup Proxy Server Address | |
Authentication Name 7 ‘ Backup Proxy Server Port 55796(7)7 ‘

» EGS Access Authentication Password | Outbound proxy address I |
Activate Outbound proxy port [

Realm \

:» EGS Logs

Codecs Settings >>

» Function Key

Advanced Settings >>

: Alert L Apply
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Codecs Settings >>

Disabled Codecs

Advanced Settings >>

Subscribe For Voice Message
Voice Message Number

\foice Message Subscribe Period

Enable DND

Blocking Anonymous Call

Use 182 Response for Call waiting
Anonymous Call Standard

Dial Without Registered

Click To Talk

User Agent

Response Single Codec

Use Feature Code
Enable DND

Enable Blocking Ancnymous Call

Specific Server Type
Registration Expiration
Use VPN

Use STUN

Convert URI

DTMF Type

DTMF SIP INFO Mode
Transportation Protocol
Local Port

SIP Version

Caller ID Header
Enable Strict Proxy
Enable user=phone
Enable SCA

Enable BLF List

SIP Encryption
SIP Encryption Key

3600 Second(s)

Second(s)

Enabled Codecs

G.722 a
G.711U

G.711A

G.729AB -
Ring Type

Conference Type

Server Conference Number
Transfer Timeout

Enable Long Contact
Enable Use Inactive Hold

Use Quote in Display Mame

DND Disabled

Disable Blocking Anonymous Call

Enable DNS SRV
Keep Alive Type
Keep Alive Interval
Sync Clock Time
Enable Session Timer
Session Timeout
Enable Rport

Enable PRACK

Auto Change Port
Keep Authentication
Auto TCP

Enable Feature Sync
Enable GRUU

BLF Server

BLF List Mumber

RTP Encryption
RTP Encryption Key
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SIP

Field Name

Explanation

Basic SettinggChoose the SIP line to configujed

Line Status

Display the current line status at page loading. To get the up to date line s
user has to refresh the page manually.

Username

Enter the username of the service account.

Display name

Enter the display name to be sent in a call request.

Authentication Name

Enter the authentication name of the service account

Authentication L .

Enter the authentication password of the service account
Password
Activate Whether the service of the linghould be activated

SIP Proxy Server Addre

Enter the IP or FQDN address of the SIP proxy server

SIP Proxy Server Port

Enter the SIP proxy server port, default is 5060

Outbound proxy addres|

Enter the IP or FQDN address of outbound proxy semaisded by the service
provider

Outbound proxy port

Enter the outbound proxy port, default is 5060

Realm

Enter the SIP domain if requested by the service provider

Codecs Settings

Set the priority and availability of the codecs by adding or remove tliem the list.

Advanced Settings

Subscribe For Voice
Message

Enable the device to subscribe a voice message waiting notification, if enaly
the device will receive notification from the server if there is voice message
waiting on the server

VoiceMessage Number

Set the number for retrieving voice message

Voice Message
Subscribe Period

Set the interval of voice message notification subscription

Enable DND

Enable Denot-disturb, any incoming call to this line will be rejected
automatically

Blocking Anonymous
Call

Reject any incoming call without presenting caller ID

Use 182 Response for

Set the device to use 182 response code at call waiting response

Call waiting
Anonymous Call
Set the standard to be used for anonymous
Standard
Dial Withaut Registered| Set call out by proxy without registration
Click To Talk SetClick To Talk
User Agent Set the user agenthe default is Model with Software Version.
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Response Single Code(

If setting enabled, the device will use single comtexsponse to an incoming
call request

Ring Type

Set the ring tone type for the line

Conference Type

Set the type of call conference, Local=set up call conference by the device
maximum supports two remote parties, Server=set up call conferbgataling
to a conference room on the server

Server Conference
Number

Set the conference room number when conference type is set to be Server

Transfer Timeout

Set the timeout of call transfer process

Enable Long Contact

Allow more parameters in contaield per RFC 3840

Use Quote in Display
Name

Whether to add quote in display name

Use Feature Code

When this setting is enabled, the features in this section will not be handled
the device itself but by the server instead. In order to controleénabling of the
features, the device will send feature code to the server by dialing the numk
specified in each feature code field.

Specific Server Type

Set the line to collaborate with specific server type

Registration Expiration

Set the SIP expiratminterval

Use VPN

Set the line to use VPN restrict route

Use STUN Set the line to use STUN for NAT traversal
Convert URI Convert not digit and alphabet characters to %hh hex code
DTMF Type Set the DTMF type to be used for the line

DTMF SIP INFO Mode

Set the SIP INFO mode to seddhnd WCbr WOand W1Q

Transportation Protocol

Set the line to use TCP or UDP for SIP transmission

Local Port

Set theLocal Port

SIP Version

Set the SIP version

Caller ID Header

Set the Caller ID Header

EnableStrict Proxy

Enables the use of strict routing. When the phone receives packets fron
server it will use the source IP address, not the address in via field.

Enable user=phone

Sets user=phone in SIP messages.

Enable SCA

Enable/Disable SCA (Shared Bppearance )

Enable BLF List

Enable/Disable BLF List

Enable DNS SRV

Set the line to use DNS SRV which will resolve the FQDN in proxy serve
service list

Keep Alive Type

Set the line to use dummy UDP or SIP OPTION packet to keep NAT
opened

Keep Alive Interval

Set the keep alive packet transmitting interval
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Enable Session Timer

Set the line to enable call ending by session timer refreshment. The call s¢
will be ended if there is not new session timer event update received #ite
timeout period

Session Timeout

Set the session timer timeout period

Enable Rport

Set the line to add rport in SIP headers

Enable PRACK

Set the line to support PRACK SIP message

Enable DNS SRV

Set the line to use DNS SRV which will resolve the RQPidXy server into &
service list

Auto Change Port

Enable/Disabléuto Change Port

Keep Authentication

Keep the authentication parameters from previous authentication

Auto TCP

Using TCP protocol to guarantee usability of transport for SIP message®
1500 bytes

Enable Feature Sync

FeatureSycn with server

Enable GRUU SupportGlobally Routable Usekgent URI (GRUU)
The registered server wilfeceive the subscription package from ordinary
application of BLF phone.

BLF Server

Pease enter the BL§erver,if the sever d@snot support subscription packags
the registeredserver and subscription server will be sepacthte

BLF List Number

BLF List allows one BLF key to monitor the status of a group. Multiple BL
are supported.

SIP Encryption

Enable SIP encryption such that SIP transmission will be encrypted

SIP Encryption Key

Set the pasphrase for SIP encryption

RTP Encryption

Enable RTP encryption such that RTP transmission will be encrypted

RTP Encryption Key

Set the pasphrase for RTP encryption

b) Basic Settings

STUNSImple Traversal of UDP through NATSTUN server allows a phone in a private network to
know its public IP and port as well as the type of NAT being useadlitf@nentcan then use this
information to register itself to a SIP server so that it can make and receive calls while in a private

network.
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| Wants to receive
. dataonPort
| 5060

JPrivate Network

Send request to NAT STUN Server tells

STUN Server Mapping customer public

from Port 5060 Port IP and Port
12345 12345

Public Network

|/
What” smy ip ? //’4 B

v/

Gateway

: System

: Network

» EGS Setting

: EGS Access

: EGS Logs

» Function Key

> Alert

y

NAT STUN Server
SIP Basic Settings
SIP Settings
Local SIP Port [s060 |
Registration Failure Retry Interval 32 |second(s)
Enable Strict UA Match
Enable DHCP Option 120
| Apply |
STUN Settings
STUN NAT Traversal FALSE
Server Address [ |
Server Port [3478 ]
Binding Period {’SO \ Second(s)
SIP Waiting Time [s00 | millisecond
L Aeply |
TLS Certification File: sips.pem N/A [ Upload || Delete ‘

Basic Settings

Field Name

Explanation

SIP Settings

Local SIP Port

Set the local SIP port used to send/receiverBéBsages.

Registration Failure
Retry Interval

Set the retry interval of SIP REGISTRATION when registration failed.

Enable Strict UA
Match

Enable or disable Strict UA Match

STUN Settings

Server Address

STUN Server IP address

Server Port

STUN Servdrortc Default is 3478.
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STUN blinding periogd STUN packets are sent at this interval to keep the NAT
mapping active.

SIP Waiting Time Waiting time for SIP. This will vary depending on the network.

TLS Certification File

Upload or deleteghe TLS certification file used for encrypted SIP transmission.

Note: the SIP STUN is used to achieve the SIP penetration of NAT, is the realization of a service, \
equipment configuration of the STUN server IP and port (usually the def@4lt8), and select the Use
Stun SIP server, the use of NAT equipment to achieve penetration.

Binding Period

C)Dial Peer
Configure the Dial Peer to make the device call more flexible

Import Dial peer Table

Field Name Explanation
Select File Select an existindialing rule file The file type must be a .CSV
Add Dial Peer

In order to add an outgoing call number, the outgoing call number can be div
into two types: one is the exact match, and after the exact match, if the numi
exactly the same a$e user dialing the called number, the device will use the
address of this number mapping or (This is the area code prefix function of tf
Number PSTN). If the number matches thebitl (prefix number length) of the called
number, the device uses the IP addses configuration mapped to this number.
Make a call. Configuration prefix matching needs to be followed by a prefix
number to match the exact match number; the longest support of 30 bits; als
supports the use of x format and range of numbers.
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